
r 
Pill& a,py, po<I & ( lf( UWU 

Pursuing Policies for the Information Age In the 
Bicentennial Year of the Bill of Rights 

J 

******************* / 
The First Conference on 1 

Computers, 
Freedom & Privacy : 

I 
I 

' 

******************* : 
Tutorials & Invitational Conference, Umlted to 600 Participants 

Monday-Thursday 
March 25-28, 1991 

Airport SFO Marriott Hotel, Burllngame, California 
on the San Francisco Peninsula 

Co-sponsors & cooperating organizations Include 
Institute of Electrlcal and Eledronlcs Engineers-USA 

Association for Computing Machinery 
Electronic Networking Association 

Electronlc Frontier Foundation 
Vldeotex Industry Association 

Cato Institute 
American Clvll liberties Union 

ACM Special Interest Group on Software 
IEEE-USA Intellectual Property Committee 

ACM Special Interest Group on Computers and Society 
ACM Committee on Scientific Freedom and Human Rights 

IEEE-USA Committee on Communications and Information Policy 
Autodesk, Inc. The WELL Portal Communications 

Sponsored by Computer Professionals for Social Responsibility 
A nonprofit educational corporation 

(.C15)322-3771 6-mall: cfphell.sf.ca.us fm: (415)851-2814 
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About computers, freedom & privacy -
We arc at a crossroads ns individuals, organizalionsand governments depend more and mo re o n computers and 
computer networks. Within ten years, most global information will bccollecled and ulllizl'd electronically. 

The 1990's are the pivotal decade in which statutes, policies and judicial precedents will be develop,..'<! for 
controlling access, use - and abuse - of computerized information and electronic mail. 

Current government ;u,d private-sector policies are ;u, uncoordinated jumble, created as each group evolves ways 
to collect, manipulate, extract, share and protect computerized and networked infonnatio n and services. 

Data on lndivlduills and groups is being computerized by numerous agencies, organizations and special interests, 
often without the knowledge or approval of those it concerns, and with varying dcgrccs of accuracy. 

Computers c;u, greatly .uslst individuals, organizations and government In making sound decisions b.lscd o n 
efficient access lo adequate information - for personal benefit, business improvement and national well-being. 

Or, Inappropriate use and regulation c;u, seriously threaten fundamenta l freedoms, personal privacy, and the 
dcmocrahc proresscs that arc at the very foundation of this nation and of any free society. 

About the low-cost Tutorials (Monday) -
Seminars on March 25th offer introductions to the different disciplines that intersect in this conference. These arc 
surveys for individuals not already expert in the topics presented. These half-day tutorials arc scheduled in four 
parallel tracks: 

GlobJ l Communications & the Worldwide Coa1pulu Matrix. lmorning-1 Survey or c lcclmnic-mJil & tclc,conft"'r­
cncing services, global information access, remote services and the matrix of networks. 

Low-CostComputuNetworklng& Computer Bulletin Board Systems(BBS). lafternoorr•J Reviews e-mail, bulletin 
board and tclcconfcrcncing alternatives on personal computers; ouUines low-cost PC-based networks and their 
gateways to the global matrix. 
- Mark Graham•, co-founder of Institute for Global Communications, PeaceNet and EcoNet; Pandora Systems 

Current & Proposed International Policies. [morning") Law and regulation that will or may impact trans-border 
data-flow and computer communications, impacting U.S. information practices and international business. 

Federal Legislation lmpa<tlng Computer Use. (afternoon'( Detailed review of landmark federal stalutes impacting 
access to information, privacy of information, compurer security and compulcrcrime. 
- Marc Rotenberg•, fonncr congressional counsel and expert o n federal legislation, CPSR. Washinglon DC. 

How Computer Crackers Crack! [morning") Suggested by a deputy d istrict attorney specializing in high-tech crime, 
I his is for law enforcement officials, p rosecutors, systems administrators and Bulletin Board System (BBS) sysops. 
- Russell Brand' , computer security specialist; programmer with Reasoning Systems. 

H~w Computer Cri".'e is Investigated. (afternoon'! This reviews investigalion, search, seizure and evidence re,. 
qu,rcments for pursuing computer crime. It is for computer users, computer owners, BBS sysops and invcstigalors 
unfamiliar with computer crime practices. 

Information Security. (afttrnoon•J Survey for systems managers of internal and external threats, security measures, 
alternatives and other computer and data security issues. 
- Donn P~rker', a leadin~ consuUant in information sccurily and computer crime, SRI International. 

• lLcrwrns, tlncnptw,ru •Nl tunn IM't amfimtti 111S of tr1rty f,mwary pros doldliN., but may bt swbjtct to CM,igt. 1/7/91 

First Conteronce on Computers. Fraadom & Privacy, March 25·28, 1991, SFO Airport Marriott Hotol, Burlingame, CA 
On Iha San Francl$CO Peninsula. Sponsor: Computer Prolassionals for Social Responsibility, (415)322-3778 
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About just some of the 3-day Conference speakers -

1 
w.)r,;itflf (Of ffl,Jy.:nciiC tn('dU, 

KC' n A11rn, Senior \'kc rrttldcnt for C.ovcrnm«:nl.sl R.-tallon 11, Don Jng.nh•m, wro te theflf't cva~
rd 

/\l.Jff)('d.1 County 
lnfonn:illon lnd~trict A,i,oc:1:ltlon (IIA) computcralmt' prm('('\Jtor, J\nl Olt tnct Allnr nc)', 

' r-1 s ,M<cmbly UullltM & 
Sh•ron Birc.kman., avll r1ghh and <Tlmln4l ddcn.,c •llomcy •nd BobJacob~forn,crPnn Consult;1n1,...... l,Uo . •~~L>t.ion 
El«tr'Ol\k f'rontin Found.uk>n Utig,a tfon cot.in-.d. Silvnglate & C..ood Cotn.m(!l'a'Comm ,dnfltdUndtNlfk«wflP o:,mmunbDon 

I 
Jury Bf'rm.an, Du«tor ol tM ACLU'• Prot«1 on Info rmation Tl"Chnol- MIich K• por, co.founder, O«tronJc fronMr Found.>hOO, (nurudC"r 
ogy M\d CmnmunkaUons r olicy Fiellow, bcriton Foun&llon. Lottui Corp . r«dvNI 0PMA'111 1990 (Mbnp.uhhrd Info c.c, ,\WJ

rd 

P.tu l Bfnu.t.ln, columnlst. TM nug,.; B«trnnk Ou A.Je:n LtgaJ lllfo Tom Ma.ndtl. Dart"CtOrofthcl.r•w:Ung Ed~ ValuC!t &c Llf<"'t)'IM Pr<>s.t ,u n 
NctworkadmJn ; LawMUCBBS,)-,op;iedJt,oo lln~lawyt'f''r'M"W'!INtM' at SRI lntcnutlONJ 

S..lly Bowm,an, promotes re5"pomlbk computing pr.K'tire, throur,h 
,chool tc-xhlng unll.!; Oir«1or, C.ompultt ~.trnlng Founcbtlon 

D avid Bum ham.author, Rdlo{INCompt,1trr Statr,(onnCT Nt1D Yorl T unn 
lll\'<-SUgativ~ f<-p(Wlt!I'; !1ped.all~ In IRS& rrctdom ol lnfo,-m,11k>n Ad 

Mary Cultun,co-aulhor«I majoraiedlt ttporting poUd~ pt't'!IC."fltcd to 
Congrcs,;School of Ou'-lnf'!l8 Adm.lnt'!tnllon, C.«>rgcto~-n UNv~rsHy 

John McMulltn, wdJ. kno wn on-lln~ ,oumal1~t. ro,aul~ "'N~~ytN • 
column on C Enl<" i nd Onllnt: America. 

PtltrNtumann, mrmbcr, NRC, t990Computrn at /fol ·,.mm Ch;,ir, 
AO.i Comm ott Computcn& Publk Policy, rnodrro1tor, RISKS f mum 

Donn Puhr, pcrh8J"' the t"--"St-kno""-n inl<'mahonal con,ullJnl Jnd 
author o n lnform.atlou SC'CUnly and rompuln alm<'. SRI ln1c-rnat1.on.ll 

rrtu Dfnnlng, EdJlor, J990Co,,,pMt.ns U11dr, Auel; p;,sl l'rcs., ACM, Ron PlN•~r. formn maij,onty p.111y amgrcss1on3I romm1II<"' roun••d .. 
founding Oir«tor. RIACS, Nfllor, U)ffl"'""ao,tio,u tf IJr.t AC\1 prtvacy Hpttl, •ttomcy, PiJ)('f & M,ubury 

Dorothy Ottin ing. r«-dvfd Acro,p.,,cir'• 1990 Obtingubhtd l.c,cturn JohnQuutnman, aut!,or.,Dtg,illl Prcss'dcflnHtvc.?ThlAf:mu Co.--iy.-tn 
In Compuln Security a wvd, 1uthor, Cryprog,,arJry & 0.,1..c StC'Mrity N,t5.iorb •11d Ca11fer-omng Sy.ttnnJ Wo,ldllJtdt, n<'l \\"Ot~ng C'On'lUlLtnl 

0.aw~Farbu,co-foundn,C5NET,m<'fflbtt, NationalRt-5(,~rchCouno l's Juk Rlc.lurd, Edllor of Boo,d11.1r,1tdt m.1g.,z.1n<", pc-rhaP9 lhc ~ I R C\o\"1 

Computer Sdf'ntt & Tcll"COmm Oo.,.rd, Unl\Tnily ol Pmncylvanla.. 90Urre about computer bullet In bo.lrdJ, Onbnc- fnJo,-m.11ton S,-rv1<r 

OHi Figallo, Cud Ex«uhn Officrr •nd Director ol 1M WEU (the Tom Rllty, Canadlarupeoah . .,1 in lntnnahonal('l)mputing ;,nd pnv«y 
Whole Earth 'l.«tronlc Link} I~~; Riley & A,"IO(Ut~ 

D~vld ftah t.rty, Ca.nldl.an survciU.1~ r.>.l)Cl't, l""rolo,or ol I l.btory &. 
l..Jw .11 the Un1vns11y ol W~tcm Onu:rto 

L&nct Rost, co-author of Syd.aw, about 1hc I.aw an>IIN to on hn<:' 
sifwalion!I, o111orncy, W~.lcc & Roc;,c. 

John Ford, Public RdabonJ Dtr«tor for Equlf~-c.. one ol 1he n.1tton·s 
largt'51 maintainers ol informotion on lndJvtdu.i_,, 

MutRotfnbtrg.l'q,ttt tn f<.'dc.-nl computer and pnv~cy bw, Computer 
Profl'Ssh:,n;il• fOf S&Xial Rt"!'ponMbllity, W,nhington officr Dirwor 

Bob Ctllman , Chic-I Counce!, U.S . llou ~ o f Rl'prM C'.'nl111ll\'l'!1 
CoVt!rnmt"nlal lnfonnabon Subcommlll<'l' 

N4'>l' I Shipman, allor ncy for pl.nntiffs In cl« tron1c-m,ul rrl\'acy 
landmark 1990 litigation ap,i1IMI Ep-,on Amcr1c.1 

JanJori Coldman, Oi.r«10,, AO.U P'roJl"C1 on l'rw.cy l.ic Ttthnology, 
\Va.shingion, DC. 

l·lancy Sllvcrglalr, EJiectron1c Frontief Foundo1tion ht1g.ihon '-'Ol.ln.."'-M, 
,pccfaUst In cnmlnal ddm!W' .md avU right..,, «.ilv('T~ilte l.ic (",ooJ 

l l anyllammlt, EdJto,, J\cuuRr(r,,u,l~ingon:ac:ceMtoinformatton 

Martin Htllmffl, lck-ntifit'd potcnlial hu.ards ln fcden1l DES natJonal 
encryphon sbndard; co-lnvcntied public-by C'.'nO)'ption; StanlOfd 

Call Thackrray, C'Ompulcrcrimc prOS4."\."Ulo r, invo lvl"d inS....,-,-et ~,-..11.:.l'.', 

1990-c)peralion Sun 0cv1r. Arbon ... ,\~t St.ite ,\ttomc) C.mC"1'.1I 

Ro~rt Vttdtr, Acttng Ch.id, 1.nform.ahon Policy Bunch. Offlcc of 
lnlonn:.11ionRt-gula1oryAflairs,OMO(OfflCf!ofM.a~g'--mm1l.ic8udgct) Evan Jhndrick•. Editor l.ic P\1bU<11her of Pm,acy Timn nl'wslctlcr 

Lanct Hoff nun, public policy r(.'5('..1rchcr and Pr ofC'il'iOI" of Electrical 
Engjnttring & Computer Sdffl<'t' at Ccorgc Washington Unl\'<'nlty 

Wllllt Wart, computer scc,m1y C.\JX"fl, f ellow. KANO Corpo,Jl kJC"t 

S htldon Unnrr, formcr ft"dcr.il pto.K'CUtOr u, 0-.iago. dc-(MdOO Nt,a:l 
~IN."tromc publl,htt, Craig N c1dorf, Katten., M uchtn & Z.w1c 

CONURCNct OtAII 
Jim W.tnm, Autod~ Inc. & MaaoTtfflQ 

415--851-'i'O?S. }wUTfflhtU,J/ a \U / ,.,..,.ti 
CJOC&Mt COM\tlIIIC 
Dorothy Dr.nalag. Dlg,1JIJ F.qu1pmmt Corpor.toon 
rt1rr Oe11nl11g. ~.arch 11\1,L for Adnn«-d Cornp.5a 
l.n Ea.nint. Pffllru.ul, AUU 6: S1anford Uruv , , ,1 
[llloe r.abrfc. Auomey .-11..aw 
M, rk Cr.i.h•111., 1'.andor-1 S)-.lmu 
Don lagr,h~ AJatrwda County O ..... tn ct Atty't. Ott'ict 

I 
lln,ar k.»b.all. Mobon Wat 
M.,rT Ro&.eabt,g. Con,p. Pro( for Soo,al R...,poru.ibility 
Clo" Tun~. fffltMl,1 Syslf:,,_ ls I l•dr.tt'1, Con! 

AffJiallCM li,r,,J Cftly for IIWT11fiut.t0n 

Al001llU 
Rbn And.r,w--. AOi SICCAS .. Univ cl fl.Unnewu, 
Joh• P•rry ._.r1ow, 1'1:tt!rocuc Front.il!r Fou,nr:htion 
Jrrry att.ui-. AO.U Is~'°" l"ound .. uon 
D,in c ... tklftf. USSR Gw..'l:d 
Vlat Cuf, Cr,,-p lor N.abONI Rf'teuch lnlbo1llv& 
M.aifJatd Ch•Nn. Elttl.r\Wc Neo-tworking Aw, 
Stn-e Cllltt, Appl, Comput.-r, Inc 
Whll otffie, NortNmT<t!«om 
MuyCUol'•lwt.AfooTUl!IG 
0.n-r F.a,t,«-r., UNVUl.ity ol r mn,)IU:U.a 
Olff F~.allo, The WEIJ.. 
Jolin Cll•ort-, (.)'g.ruu Support 
Ad.r.lc ColdbaJ_ Pare-Puce Sy"rn--. 
TenyC ,..., ~b1.r.ownz, 8oudll\. Si.a.ndNtt, rial 
Kclt,. H~ucu1,, <ONulu.nt & Ako, 
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Kn llotnblcu. S;.r.t.1 Oan Cricy IUt Atty~ Offt,r 
p_.ul S,dfo, lrulih.llif for th4' l'"-'1.ln! I 
C..11 l)iad.rray, Aruona At~C<-nf'r.ir, O{fu;C" I 
J.tyTho rwa&daon, l'...t., Aho \!C'(huJ r U\11\Jabutt 
Ttny Wl•ogr.J. O 'SK. 5tWord l.!N\f'N'"'i' 
Sht:ldo. Zn1uT, ••.aurn. \1-i<l>..n. & 7.n,, 



[ 
-----~ 

Request for Invitation 

First Conference on Computers, Freedom & Privacy 
M•rch ~28, 1991 

Monday: Tutorial5,, Tu®iry•Th urs,Jay: Conference Sessions 
SFO Momott Hotel, !&JO Old B.iyshore H wy., Burlingame CA 940IO 

For hot,/ t<srroalums al Conference ,.ks, CAil (S00)22S-9290 #J 

Invitational Conference, limted to 600 participants. To facilitate useful dialogue and balanced participation by 
represen tatives from all of the diverse groups interested in these issues, attendance is limited. (The capacity of the 
Conference facility is similarly limited). 

All interested individuals are encouraged to request an invitation. lnvilations will be primarily issued on 
0 firs t-rome, first-served basis within each major Interest group. 

Registra tion fee in cludes thrte luncheons, two banquet meetings and selected handouts: 
Fees if payment is received: ~ hb.1-Mqr.15 afta Mar.15 
Tutorials registration (full day, 1 or 2 seminars) $ 95 $145 S195 
Conference (3 days, including 3 luncheons&: 2 d inners ) $295 $350 $400 

Please make checks payable to "Computers, Freedom & Privacy/CPSR" . Please don't send cash. 
Invitations will be promptly issued, o r the uncashed check will be voided and promptly returned. 

Please type or p rW. 11iank ye, kwlly. 
V To aid in balancing partidpation among groups, 

name: 

!Ille: 

organuar1on: 

ma.i?i,'!I 

addrc5s: 

cUy: 

p/-.,,v,/s/: 

Jax: 

e-mad: 

plea~ ckck !!l! significantly applicable items. 
□ u ser of computers or computer networking 
0 user of electronic-mail services 
0 user of telcconferenci ng services 
U user of direct marketing services 
D user of computerizro personal information 
0 user of government information 
0 computer professional 
0 BBS sysop (bulletin board system operator) 
0 systems administrator/ infosystems manager 
0 network administrator 

computer or communications security specialist 
provider of data communications services 
provider of electronic-mail services 
provider of teleconferencing services 
provider of direct marketing services 
provider of computerizro personal information 
provider of government information 
legisla tive official O federal 

Comments ro asstst Cn cvaluartng thts request: 

0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
u 
0 
0 
0 
0 

regulatory official or staff O federal 
O state 
U state 
□ state 
□ state 
O state 

law enforcement official O federal 
prosecutor O federal 
judicial representative O federal 
criminal defense a ttorney 
corporate or litigation attorney 
civil liberties specia list 
jou rnalist O newspaper O television □ radio 

CJ local 
O local 
J local 

U othl'r 
o ther _ _ __________ ______ _ 

other ___________________ . ,n,iilt 

Please mail form and payment to: CFP Conference, 345 Sw ett Road, Woodside CA 9~062 

Sponsor: Computer Professionals for Social Respons ibility, (415)322-3778 
a nonprofit, educational corporation !Internal Revenue Code 501(c)(3)1 

e-mail: dp@well.sf.ca.us; fax: (415)851-2814; Chair: Jim Warren, (415)851-7075 

PltlllSt CO'fl'i, post & cirod.4U 

_ l 

About the Conference sessions (Tuesday-Thursday) -
Conference sessions March 26th through March 28th offe r divm;c speakers & panel d iscussions includ ing: 

Toe Consljtutjon jn the Jnformatjon Age, lop,ning session) Introductory remarks. Major policy p roposals 
rcgardir>g electronic communications and Constitutional protections, by Prof. Laurence Tribe. 

n:ends jn Computers & Networks. Overview and prognosis of computing capabilities a nd ne tworking ,,s 
they impact pcnonal privacy, confidentiality, security, one-to-one&: m.,ny•to-one communica tions, and access to 
information about government, business and society. 

1n1ematjnnal Perspect~yes & Impacts, Other nations' models for protecting personal information and 
communications, and granting access to government information; existing and developing laws; requirements for 
trans-national data now and their implications; impacts on personal exprt'Ssion; accountabihty. 

_fWnnaI Jnformatjon & Privacy, Government and private collection, sharing, marketing, verification, use, 
protection of,acccss to and responsibility for personal data, including buying patterns, viewing habits, lifestyle, work, 
health, school. census, vo ter, tax, t'innndal a nd ronsumcr information . 

i.aw Enforcement Practices & Problems, Issues relating to investigation, prosecution, d ue process and 
deterring computer crimes, now and in the future; use of computers to aid law enforcement. 

Law Enforcement & Civil Ljbertjes, Interaction of computercrime, lawenforccmcntandcivil liberties; issues 
of search, seizure and s.1nctions,espcdally as applied to shared o r networked information, software and equipment. 

L.tgislatjon & Reguialjon, Legislative and regulatory roles in protecting privacy and insuring access; legal 
problems posed by compullng and romputcr network,; approach<" to improving rclakd go,·cmment p= 

Computer-based Surveillance of Jndjvjduais, Monitoring electronic-mail, public & private telcconfor• 
enccs, electronic bulletin boards, publications and subscribers; monito ring individuals, work pcrforirunce, buying 
habits and lifestyles. 

Eiectronjc Speech. Press & Assembly, Freedoms and responsibilities regarding electronic speech, public 
and private e lectronic assembly, electron.ic publishing, prior restraint and chilling effects of monitoring. 

As:cess lo Government Jnformatjon, Implementing individual and corporate access to federal, s tate & local 
infonnation about communities, corporations, legislation, administr,1tion, the courts and public figures; allowing 
access while protecting confidentiality. 

Ethjcs & Educatjon. Ethical principles for individuals, system administrators, organizations, corporations and 
government; copying of data, copying of software, distributing confidential information; rel,,tions to computer 
education a nd computer law. 

Where Do We Go From Here? (closing s,ssionl Perspectives, recommendations and commitments of p;i r­
tidpants from the major interest grou ps, proposed nex t s teps to prolccl personal privacy, protect fundamental 
freedoms and encourage responsible policies and action. 

~ Tuesday and Wednesday will include structured opportunities for attendees lo identify groups with whom 
they want to establish contact and, if they wish, announce topics they would like lo discuss. one on one. j 

First Conlorence on Computers. Freedom & Privacy, March 25-28. 1991, SFO Airport Marr10tt Hotel, Burlingame. CA 
On the San Francisco Peninsula. Sponsor: Computer Prolessionals for Social Responsib,hty, (415)322-3778 

Pl,115<t copy. posl & n rCWiltt 



r About just some of the 3-day Conference speakers 
Ktn Alltn, St-n1or Vice Pre5tdt'nt for Co, ernm('nfal R<'lations, 
lnfomutlon lndu,,trics /\W>dation (II/\) 

Sharon Btckman. ch'll rig.hi.. and mminal dd'msc auom"-'y and 
floo ron1c Fronbrt Four,da tlOn hti~.ation ro,.m"-C'l S1.h•rrgJ.itl" 4c Good 

Jrrry Btrman, DlrC"Clor of the ACLU', Prot(.'d on fnform.11100 Technol­
ogy and Communianon .. Polley F-tllow. Benton Found.Jt1on 

P.aul 8 tmMt-in, columnist, TrlAl mag, B cd1onlc B..>1 N»n Lt-gill lnfo. 
Nct"'·orkadmin ; la...,-MUCBBS~,op;C'd.J~on-lmelaw,·<'"'f\("w,lcttn 

Sally Bowm•n. promote. rcspon,r;:lblt' rompuhng prllctlcc, through 
!iChool tr-aching u nit~; Director, Compulcr U'vnlng FourwJatJon 

David Bum ham. rmlhor, RtSCo{lhtCompwtcr State, (ormt'r Nn, Yori T !Mn 

lnv('Oihg.1llvr- rrportt'r; sJX"d.ilist in IRS &. Fr('('dom of lnform.1tion Act 

Mary Culnan, co-authorrd m:at()r credit r<'f>Orting polid<'5pre5('f'l100 to 
Con tr~; School o( Bustn<."'S' Administration, CrorgctO\o\'J\ Univcr5lty. 

Ptltr Ornnin&, Ed11or, 1990 Compvttrs Undn Amid; p.i.st Pre,., ACM, 
founding Dlr(."("tor, RIJ\CS, tditor, CommwnlC"•lio,u: of rhl ACM 

Doro1hy D tnnin g. rl'a'1vcd Al'rosp.xe·, 1990 OiJtin~11;hcd l..cdurcr 
in Compult'T S«urity aw 3rd, author, C,ypfCRn,plry b Oiiui S«M,ity 

OnrF.arMr,co-foundcr.CSNET,mcrnbcr~N,1,llonaJR~.irchCoundl'-. 
ComputC'f Sc:ic-ncc &: Tclca,mm. Board; UmvttS1ty of Pcnn-.ylvanl.t 

Cliff Figallo, Chit/ Exc<utivc Offl«r and Dir«IOJ of th< WELL (the 
\\'holr Earth 'L«troruc Link) 

D.avi.d A.ahrrty, Canadlan surveillance r-cpt"I, Prof~sor of I U4itory &. 
Uw 3l the Unl"('f"(.ily of W('Stcrn Onbrio 

John Ford. Pubhc Rt"lation, Di.rector for Equif,n, OflC' of tht" n3tion·, 
IMgcst m11ntainen of inform.itlon on individuals. 

Bob G t llman. Chld Counst'I, U.S. I lou~ of Rc-prc,cntalivt'S 
Covcrnmentnl Information Subcomm11ttt 

J.anlori Goldman, Dircct:or, ACLU Projicct on rrivxy & Technology, 
Wu hlng1on, DC. 

}luryllammit,Editor,Acctss~rls,focuslngona~lolnformabon 

Mutin Hrllman, Identified potcnti.11 hv..arcb in f<'dcr.il DES national 
encryption s tllnd11rd; ro--lnvC'fltcd public-key encryption; Stanford 

Ev•n Htndrick,, Editor & Publishcrof Prir,,acy Timt's ncwslcltcr. 

Lanct Hofrm.an, public policy rcscarchcr and Profcseor ol Electrical 
Engjn~ng k Computtt Sdena.o at George Washington Univt'1"Slty. 

CQNITRCNCT QIAIR = 

Don lngr.h~m, ""'1'0tc lhc-fi.rst-<"'Vn !l<':,lrch w.1rr,1nt for m.1y.nr11cfflroi.1, 
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About this premier Conference -
This is a n intensive, multi-d iscipl inary survey Conference for tho<.e concernro .... ,th compu1mg, 
teleconferencing, electronic mail, romputerizro pcr.;onal information, direct marketmg mfom,atron, government 
data, tic. - and thoseconccmro with romputer-rclatro legislation, regulation, compu ter S1.'C\l r1ty, law cnforet'mcnt 
and national and mternational policies thJt impact civil liberties, responsible exem~ of frrroom and rqu,tablc 
protection of privacy m this global Information Age. 

For the first time, 1h1s lour-day mv1lational event will bring togcthcr rcp=nt,11tvcs from all of lhcscgroupsand 
more, all in one place, all a t one lime. 

Many o f the recognized leaders and strongest advocates rcpr!'Senting the various groups having ,in 
interest in the issues of lhc conference w,11 di;.cu~s their concerns and proposals 

A max imum of 600 applicants will be invited to attend. Balanct-d representation from thc d1vcrsc groups 
inlt'rt'Sl<'d in thcsc issues is being encouraged. l'lrase S<'C the enclosed Invitation Application for d c~11ls. 

T o inform participants about topics beyond lheir specialties, hall-day seminars arc schedulc-d for the 
first day (Monday, March 25th). These p.1rallcl tutorial~ will explore relevant issues in computing, nctworkmg, CIVIi 

hbcrlies, regulation, the la wand lawcnforccmenl. Each tu tonal is designed for !hose whoarcc,pcricnn,J 1noncart'J, 
but arc less knowledgeable in the subject of tha t tutonal. 

To e xplore the interactions a nd ramifications of the issues, conference t,1 lks and panel d1>eu>.sionsare 
schcdulro for the remaining three days (Tuesday-Thursday, March 26th-28th). tnl'SC will emph,1size balancro 
representation of all major views, especially including prohing questions and d1scuss1011. 

E'CJ'l i~t C'oo/rrt'nre events lo fostercommunication across disciplines arc planned. Working lunchrons. 
major breaks and two e\'ening banquets will further encourage indi\odual and small-group drscuss,ons. 

Plt nary speakers includt: 
• Launnce H. Tribe, Professor of Constitulional Law, Harvard Law School. offering m.>jor policy proposals in the 
<>pcning Conference session, "TTrt Constitution in Cyb,rspact: Law & Lib,rty Bryorrd tht E/tdrorric Frorrtier· . 

• Eli M. Noam, Director of lhe Center for Tel~ommunicalions & Information StudiL'S, Columbia Univet"liity, and 
a recognized leader in telecommunications regulation, international communications policies & economics, offering 
insights into the issues and al ternatives at the Tut.'Sday evening banquet. 

• William A. Bayse, Assistant Director, FBI Technical Services Division, Washington DC, providin_g perspectives 
on "/Jalarrcing Comput,r Stcurity Capabiliti,s with Privacy and h,tegrity" at the WL-dncsday evening banquet. 
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Request for Invitation 

First Conference on Computers, Freedom & Privacy 
M.rch 25-28, 1991 

Monday· Tutori.lls, T~gy-TI!u.rsd4y: ConfcJ\"'ncc- ~.StOn !o 
SFO Mamott Hotel, 1000 Old &y,horc Hwy., Burhngamc CA 94010 

For ho1, 1 ,,.,,,..,l ions •t Confmnc, rot,s, c,/1: /800)22S-9290 #3 

Invitational Conference, limted to 600 p.u-tlcip•nts. To facilitate uscful dialogue and balanct'd participation by 
rcprcsc,ntatives from all of the diverse groups inten-sted in these issues, a ttendance is limited. (The c,1pacity of the 
Conference facility is similarly limited). 

All mtNcsted individuals arc encouraged to rcqui:st an invita tion. Invitations will be primarily issued on 
a first-come, first-served basis within each ma jor interest group. 

Registr•tion fee includes three luncheons, two banquet meetings and selected handouts: 
Ftts ifpaymtnl isrecd ved: WmJl_ Ftb.1 -Mar.15 a{lqMar.15 
Tutorials registration (full day, 1 or 2 seminars) $ 95 $145 $195 
Conference (3 days, including 3 luncheons & 2 dinners) $295 $350 $400 

Please, make checks payable to "Computus, Freedom & Privacy/CPSR". Please don' t send cash. 
Invitations will be promptly issued, or the uncashcd check will be voided and promptly retumt'<l. 

rtt•ose type« prln L Thank !/<', kf.rwlly . .; To aid in balancing participation among groups, 
nan\£': 

rule: 

orga/'IU.atk>n: 

maDlng 

address: 

ctty: 

p~s): 

Jcvc 

e-mail: 

please chtck !ill significanlly applicable items. 
U uscr of computers or computer networking 
U user of electronic-mail services 
0 uscr of teleconferencing services 
0 user of d irect marketing services 
0 user of computerized personal information 
Ll user of government information 
U computer professional 
0 BBS sysop (bulletin board system operator) 
0 systems administrator / infosystems manager 
0 network administrator 
0 computer or communications security specialist 
U provider of da ta communications services 
0 provider of electronic-mail services 
CJ provider of teleconferencing services 
U provider of d irect marketing services 
U provider of computeri:r.cd personal information 
0 provider of government information 
U legislative officia l U federal 

Comrncnts lo a...o;s lsr (n cvaluattng rJ1ls requcsr: CJ regulatory official or s taff O frocral 
U statc 
□ state 

~ 

U law enforcement official O federal 
U prosecutor O froeral 
U judicial rcprcscnla tivc O fed eral 
U criminal defense, attorney 
0 corporate or litigation attorney 
U civil liberties specialist 

U statc 
□ state 

U state 

U journalist O newspaper U television O radio 

□ local 
□ local 
□ local 

U othcr 

U other-----------------:-: 
0 othcr ______________ ____ . 111,u 

Please m ail form and payment to: CFP Conference, 345 Swett Road, Woodside CA 94062 

Sponsor: Computer Professionals for Social Responsibility, (415)322-3778 
a nonprofit, educa tional corporation (Internal Revenue Code 501(c)(3)j 

e-mail: dp@well.sf.ca.us; fax: (415)851-2814; C!u,ir: Jim Warren, (415)851-7075 

Plt:IUit copy, posl b ci,c&dau 

About the Conference sessions (Tuesday-Thursday) -
con1crence sessions March 26th through March 28th offer diverse speaker; & p,mel discussions includ ing: 

The Constjtutjon in the lnformatjon Age. (optnmgsessionl Introductory remarks. Ma jorpoltcy propos., ls 
regarding electronic communications and Conshtutional protections, by Prof. LJurencc Tnbc. 

Trends in Computers & Networks. Overview and prognoSIS of computing ca pab1liliC'i and networking as 
they impact personal privacy, confidentiality, security, one-to-one & many-to-one com munications, and accC'is to 

infonnation about government, business and society. 

International Perspectives & Impacts. Other nations' models for prolecting personal ,nformatton and 
communications, and granting aca.>ss to government mformation; existing and d eveloping la ws; r<.'quiremcnts for 
trans-national data now and their implications; impacts on personal expression; accountab,hty. 

Personal Informaljon & Prjyacy. Government and private collection, sharing, marketing, vcnficallon, USC, 

protection of, access to and responsibility for personal data, including buying patte rns, viewing habi ts. lifl"tylc, work. 
health, school, census, voter, tax, financial and consumer informaMn. 

Law Enforcement Practices & Problems. Issues relating to investigation, prosecution, due process and 
deterring computer crimes, now and in the future; use of computers to a id law enforcement. 

Law Enforcement &Cjyil Ljbertjes. Interaction of compulercnme, taw enforccmentand ci,,1 ltbcrt1es; issues 
of search, seizure and sanctions, especially as applied to shared or networked information, software and equipment. 

Legjslatjon & Regu)atjon. Lq;islative and regulatory roles in protecting privacy and insuring access; legal 
problems posed by computing and computer networks; approaches to impro,; ng rdated go\'cmment prOCMSM . 

Computer-based Suryejllance of lndjyiduals. Monitoring electronic-mail, public & private teleconfer­
ences, electronic bulletin boards, publications and subscribers; monitoring individ ua ls, work perform.1nce, buying 

habits and lifestyles. 

Electronic Speech, Press & Assembly, Freedoms and responsibilities regarding electronic spc«h, pubhc 
and private electronic assembly, electronic publishing, prior restraint and chilling effects of monitoring. 

Access to Government Infonnatjon. lmplementmg individual and corporate access to federal, sl,ltC & local 
information about communities, corporations, legislation, administration, the courts and public figu res; allowing 
access while protecting confid entiality. 

Ethjcs & Educatjon. Ethical principles for individuals, system administra tors, organizations, cor pora tions and 
government; copying of data, copying of softwan,, dis tributing confidential information; rela tions to computer 
t>ducation and computer law. 

Where Do We Go From Here? [closing session) Perspectives, recommendations and commitments of par­
ticipants from the major interest groups, proposed next steps to p rotect personal priv,1cy, protc'Ct fundanwntal 
freedoms and encourage responsible policies and action. 

~ Tuesday and Wednesday will include structured opportunities for attendees to identify grou ps w ith w hom 
they want to establish conlact and, if they wish, announce topics they would like to discuss, one on one. 

F11st Conle,ence on Computers, Freedom & Privacy, March 25-28, -1991, SFO Airport Mar110tt Hotel, Burlingame. CA 
On the San Francisco Peninsula. Sponsor: Compu1er Prolessionals for Social Responsib,lrty, (415)322-3778 
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